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Learning Path Overview 
 

The Saviynt PAM L100 learning path introduces the foundational concepts, features, 

and capabilities of Saviynt Privileged Access Management (PAM). Designed for PAM 

Implementation Specialists, Solution Architects, and Consultants, this training provides a 

structured overview of the platform and its role in securing and governing privileged 

access across enterprise environments. 

 

Learners will explore the Saviynt user interface, understand core PAM functionalities, 

and gain hands-on experience performing common administrative and operational tasks. 

The course also introduces key privileged access use cases, enabling participants to 

understand how PAM controls are implemented to protect critical systems, manage 

privileged credentials, and enforce governance policies. 

 

Built on the latest version of the Saviynt Identity Cloud, this training equips 

implementation and consulting professionals with the foundational knowledge needed to 

design, deploy, and support Saviynt PAM solutions in real-world environments. 
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Learning Path Duration 

 

Target Audience 

• 24 hours of learning content  

• 30% lecture, 30% demo, and 40% 

hands-on lab 

 

• Saviynt PAM Implementation Teams 

• PAM Consultants 

• PAM Solution Architects 

 

 

Delivery Methods 

• Classroom (In-Person) 

• Virtual Classroom (Live-Online)  

• Onsite  

• Self-Paced 

 

 

Lab Environment 

• Hands-on labs are included as part 

of this training 

 
Prerequisites  

• This training has no prerequisites. 
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Learning Path Objectives 

 
This learning path enables you to achieve the following objectives:  

• Learn the core concepts and features of Privileged Access Management 

(PAM). 

• Explore the architecture of Saviynt and gain a high-level understanding of PAM 

Architecture. 

• Understand various connectivity options, including Saviynt Connect 2.0. 

• Discover the supported feature matrix of Saviynt PAM. 

• Gain insights into Global Configurations for PAM. 

• Learn about the PAM-specific SAV roles and associated workflows. 

• Understand how to create and manage Email Templates for PAM. 

• Explore different PAM Methods, such as Privileged Role Elevation, Check Out 

Credential, Connect To Session, and Just-In-Time. 

• Learn the process of setting up a Vault connection. 

• Prepare target workloads for PAM integration. 

• Understand Master Connections and learn how to create them for various 

workloads. 

• Explain the creation of various connections, such as Active Directory, AWS, 

GCP, On-Premises, etc. 

• Learn the bootstrapping process and its relevance in PAM. 

• Understand the discovery and bootstrapping process for Active Directory, On-

Premises, and Cloud targets. 

• Learn about PAM-related KPIs and Controls. 

• Learn about Active Directory (AD) Bridging. 
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• Explain the process of creating Endpoint Policies for PAM. 

• Understand Periodic Password Rotation and Password Reconciliation jobs. 

• Learn how to request and launch sessions for Check Out Credential, Connect 

To Session, Remote Apps, Generic Vault, and AAPM. 

• Understand how MFA is configured for Privileged Access. 

• Learn how PAM sessions are managed and monitored. 
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Courses and Modules 
 

01 Saviynt PAM Overview 02 Architecting PAM with Saviynt 
  

• Saviynt Identity Cloud 

• Saviynt PAM Highlights 

• Saviynt Solutions to PAM Challenges 

 •  

• Saviynt Architecture 

• Architecture of Saviynt PAM 

• Saviynt Connect 2.0 

•  

 

03 Saviynt PAM Support Matrix 04 Configurations for Saviynt PAM 
  

• Key  Features of Saviynt PAM 

• Feature Support Matrix 

 

  

• Global Configurations - PAM 

• Task Execution Hierarchy 

• Auto and Instant Provisioning 

• PAM SAV Roles 

• Workflows 

• Email Templates for PAM 

• Application Logs 

• Best Practices and Troubleshooting 

 

05 Saviynt PAM Access Methods 06 Setting up Saviynt PAM 
  

• Privileged Role Elevation 

• Check Out Credential 

• Connect To Session 

• Just-In-Time 

  

• Working with Hashicorp Vault 

• Vault Connection 

• Preparing Target Workloads for PAM 

• Master Connections 

• Active Directory Connection Creation 

• AWS Connection Creation 

• GCP Connection Creation 

• On-Premises Connection Creation 

• Security System and Endpoint Creation 

• Import Accounts and Access 

• AWS Emergency Roles 

• Best Practices and Troubleshooting 
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07 Manage Accounts and Workloads 08 Privileged Access 
  

● Onboarding Targets 

● Bootstrapping 

● Checklist for PAM Setup 

● Discovery and Bootstrapping of Cloud 

Workloads 

● Discovery and Bootstrapping of Active 

Directory 

● Discovery and Bootstrapping of On-

Premises workloads 

● Endpoint Policy creation 

● Password Management 

● PAM KPIs and Controls 

● Best Practices and Troubleshooting 

 

  

● Assets and Sessions Page 

● Connect to Session 

● Check Out Credential 

● Break Glass 

● Generic Vault 

● Application-to-Application Password 

Management 

● Remote Apps 

● MFA for Privileged Access 

● AD Bridging 

● Best Practices and Troubleshooting 

09 Monitor Privileged Session   

  

● Manage PAM Sessions 

● Recorded and Live Sessions 

● Restricted and Risky Commands 

● Session Actions 

● Best Practices and Troubleshooting 
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Upon Training Completion 
 
Saviynt will provide you with a training completion certificate after completion of this 
training. A sample of the certificate is shown below: 

 

 

DATE OF COMPLETION: 2026 April 14 

TRAINING DURATION: 24 CPE Hours CEO, Saviynt 
 

CERTIFICATE OF COMPLETION 
 

is hereby granted to 
 

John Doe 
 

in recognition of successfully completing 
 

“Saviynt PAM Level 100 Training” 


